A 16-kb 40-nm 1TIMTJ STT-MRAM Macro with

Near-Memory Multiply-Accumulate Functionality
and Single-Cap Offset-Canceled Sense Amplifier
for Security-Aware Mobile Device
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[. Abstract

Non-volatile memory(NVM), spin-transfer torque magnetoresistive random
access memory (STT-MRAM) is being developed to realize nonvolatile working
memory because it provides high-speed accesses, high endurance, and CMOS-logic
compatibility. Furthermore, 1”T1MT] STT-MRAM is a promising candidate for next-
generation high-density embedded non-volatile memory.

We present a comprehensive device of 16-Kb STT-MRAM with two-bit inputs
two-bit weights near memory computing simultaneously for high performance
applications. However, 1TIMT] STT-MRAM suffers from limited sensing margin
and high power consumption.

In order to save the power, we have a self -MAC termination to turn off the read
mechanism when the inputs are all 0. In this way, about a half reduction in power
consumption is corresponded.

As for the small difference between the high-resistance state (RAP) and the low-
resistance state (RP), which leads to the small sensing margin, we apply a single-
capacitor offset-canceled sense amplifier and self-generated voltage reference.
Compared to those with multiple capacitors, our sensing amplifier reduces the area
overheads successfully due to only one capacitor. And since the reference cells are
located in the same row as the selected cells, row-wise PVT variations are well
tracked and compensated.

Moreover, compared to the conventional STT-MRAM, which aimed at protecting
NVM data that are susceptible to reverse-engineering attacks resulting in the
leakage of secured keys, we further address its decoder to realize the self-
protection by virtue of 6T-XOR based memory protector.

We proposed the modification to STT-MRAM that is implemented by the area-
saving sensing amplifier, power-saving mechanism, and protector with area-saving
XOR gates. The sensing amplifier canceled the offset for 50%, and the data
protector do the securing with only 2% area overhead. To sum up, this work
achieves optimized access-time of 2.98ns, and average power of 0.428mW, and
Monte analysis got 95% accuracy. The achievements can be seen in Fig.1.



Fig.1. Achievements of this project



[1. Background and Purpose

MRAM has been considered as a promising replacement of SRAM and DRAM in
the cache and memory system design thanks to many advantages, including fast
read-write operation, non-volatility, low leakage power, capability of integration to
current semiconductor process, SRAM comparable read performance and read
energy consumption, higher density than SRAM, better scalability than
conventional CMOS technologies, and good CMOS compatibility. STT-MRAM is an
advanced type of MRAM device. STT-MRAM enables higher densities, low power
consumption and reduced cost compared to regular devices (conventional MRAM).
Literally, STT stands for Spin-Transfer Torque, which means the spin of the
electrons is flipped using a spin-polarized current. The different direction of
current flow generates the parallel resistance state(Rp) and the antiparallel
resistance state(Rap). The MT] consists of one fixed layer, one tunneling barrier
layer, and one free layer. If the current flows from free layer to fixed layer, the spin
polarization of the free layer will become the same as the fixed layer. The parallel
resistance keeps relatively low and we call it Rp. On the contrary, if the current is
from fixed layer to free layer, it is Rap. Compared with NOR flash, STT-MRAM has
improved performance, higher endurance, and lower energy. However, STT-MRAM
still suffers from the following challenges. Compared with NOR flash, STT-MRAM
has improved performance, higher endurance, and lower energy. However, STT-
MRAM still suffers from the following challenges.

First of all, the read margin is limited because the tunnel magnetoresistance
ratio (TMR) is relatively small resulting in the quite narrow non-overlapping
region. Therefore, it is difficult to set reference voltage to distinguish Rp voltage
from Rap voltage. Moreover, the resistance distribution is influenced by different
temperatures. With increasing temperature, the distribution of Rp and Rap would
be even closer.

Secondly, the high write energy and long write latency due to large critical
switching current bring design challenges. If we decrease the temperature to match
the sensing margin, the write time speed would be slower than that in lower
temperature. As a result, a fixed write time that ensures successful write for all
conditions wastes a significant amount of energy at typical conditions.

Additionally, in terms of the security, conventional logic-locking schemes with
the pins, write control, addresses, and data 10 well defined. The additional pins
used for the input of KEY data can disclose the usage of logic-locking features and
the data may be traced by experienced engineers.



limited read margin

» Small TMR narrow non-overlapping region.
* Rp and Rap would be closer with increasing temperature.

high write energy

s Large critical switching high energy
» Write time speed is slower with decreasing temperature.

Security issue

s Conventional logic-locking schemes with additional pins easily traced by
experienced engineers.

Fig.2. Challenges of MRAM



1. Proposed Sensing method

Fig.3 is the block diagram of our designed circuit and the flowchart. There are
three parts in this program, including the security process, the memory macro, and the
MAC function. There are following characteristic in our design:

(1) The self-generated row-wise reference cell are installed on the same WL as the
MRAM cell array for tracking the PVT variation in every row.

(2) Offset-canceled sensing amplifier with single capacitor for better sensing margin,
smaller area, and optimized the access-time.

(3) Self-MAC-termination is set after the output of the sensing amplifier, and does
the calculation on 2-bit weight and 2-bit input. It can turn down the clampers, which
is the discharging mechanism for BL, so the results of MAC remain the same, and the
power can be saved.

(4) 6T-XOR based memory protector is installed before the memory macro. It
contributes to select either the right or the wrong address depending on the keys the
users gave. Its objective is to protect the data to be traced.
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Fig.3. Overview of the proposed whole macro an its flow chart



V. Conclusion

After our efforts on this program, we fulfill some simple operations near the
memory. In order to decrease the time of data transfer, near-memory computing is
essential. In addition, for the sake of protecting the data, the data protector adds to the
memory. This work achieved a 16-kb 40-nm 1T1IMTJ STT-MRAM with Near-
Memory Multiply-Accumulate Functionality and Single-Cap Offset-Canceled Sense
Amplifier for Security-Aware Mobile Device, which cancels the offset for 50%,
protects the data with only 2% area overhead, has an access-time of 2.98ns and
average power of 0.428mW and Monte analysis got 95% accuracy. The overall

achievements are shown in the Fig.4 and Fig.5 below.
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Fig.4. performance of (a) XOR-based pre-decoder (b) self-MAC-termination (c)
offset-canceled amplifier
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Fig.5. performance of the overall circuit
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