Deception Detection System
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Abstract

A generally difficult task for humans is to detect whether someone is telling the truth
for a long time and this happens almost everyday in the court system specifically .

In the situation, one tool that is occasionlly used is a polygraph test in the situation, for
measuring whether someone is being intentionally deceptive. Unfortunately , if we use
such a polygraph test is difficult to set up and requires physical touch to get working,
and even then it may not achieve fully accuracy .

Especially in a court setting , therefore other methods may be necessary to attempt to
identify deception. A deception dataset is provided by P erez-Rosas et al. that covers
the use of deception in the court settings . This public dataset was constructed by taking
recordings of public testimonies of witnesses and the defendants, classifying what they
said as truthful or deceptive based on the final result of the court case. So, this project
is going to expend and analyze deeply this database
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PERREF - BEHAKBEZIES F nodel Gt BF B0 & A4S hth Y ¥R e
% PDTB (Penn Discourse Treebank: % ' & % #+& )[3]4~ RST(Rhetorical Structure
Theory Discourse Treebank & i p# 13 imttE ) [4]7 #oRE P eh- L jie» ¥ T
& » RST fv PDTB e 4 i1 & o f 47 i f ¥ iF 7 [5]-[6] AL 1 & 3 % T Hhse
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## % (Dataset):

the feature set experiment using the features described by P erez-
Rosas et al. of unigrams, bigrams, and behavioral features[2]

## (Features):

OtherGestures, Smile, Laugh, Scowl, otherEyebrowMovement, Frown,
Raise, OtherEyeMovements, Close-R, X-Open, Close-BE,
gazelnterlocutor, gazeDown, gazelUp, otherGaze, gazeSide, openMouth,
closeMouth, lipsDown, lipsUp, lipsRetracted, lipsProtruded, SideTurn,
downR, sideTilt, backHead, otherHeadM, sideTurnR, sideTiltR, waggle,
forwardHead, downRHead, singleHand, bothHands, otherHandM,
complexHandM, sidewaysHand, downHands, upHands,

4 3% (Classification):

deceptive and truthful
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J¢_RST parse trees ® » j&&F $5 4 4747 BB 'qe ( @3B 03 ~ 3 B H
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%1 (RSD):

P& FR BT 2 3 A & Truth label 4v Deception label 2 ® count #« % e 5 B & ' 4 pik

Truth Count
elaboration[n][s] — elaboration[n][s] elaboration[n][s] 19
same-unit[n][n] — elaboration[n][s] elaboration[n][s] 6
joint[n][n] — attribution[s][n] joint[n][n] 6
elaboration[n][s] — elaboration[n][s] joint[n][n] 6
elaboration[n][s] — attribution[s][n] elaboration[n][s] 6
Deception Count

elaboration[n][s] — elaboration[n][s] elaboration[n][s] 12

same-unit[n][n] — elaboration[n][s] elaboration[n][s

same-unit[n][n] — elaboration[n][s] attribution[s][n

[n][ [n][
J[n] 1s] 1[s]
elaboration[n][s] — elaboration[n][s] attribution[s][n]
J[n] 1[s] 1n]
[n][ [n][ [n][

= = o1 O

elaboration[n][s] — elaboration[n][s] explanation[n][s]
% 2 (PDTB):
Pt BT 2 F A & Truth label v Deception 2. ® count & % v 4 1 ik 43 i

Truth Count
explicit=expansion 84
explicit=temporal 47
explicit=contingency 43
explicit=comparison 13

Deception Count
explicit=expansion 88
explicit=contingency 49
explicit=temporal 30
explicit=comparison 27
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#F A Real-1life Deception Dataset £+ F 7 A2 ;¢ (uniX, biX,

triX, behavFeatures, rstX, pdthX ) A2 i 7T kendjcl » ¥ i @
IR, - B e S B (12T ) BF R E P L BSED
k43 gmodel (Logistic Regression, Support Vector Machines, and Decision
Trees. Random Forest, K-nearest Neighbors) if 4 45 »
FR-E w2 % i Kfold R %#F 10 XS B~T 308 NFE ERF b my > T ¥
G A7 oo a2 3R A I A R R R AR T
AR R AR AT N 4 ERE R T RERE LBk
Fof e R rrtraimodel d 3B 5 b BT SR N Ak
Tpd o F A Kfold i mBER T HREFERED RALHIT2 2 ((275-D) X
3X4) 35 2540 =((2°7-1) X5 X 4)> 3 %7424 2000 % ey B Hcdi
¥R Ak 3t dmodel] o

BB g 2 om0t (Text Normalisation) :
i. ‘] B## (Lowercase Conversion) :
BA2 Tl BZ R R G 2 FHES]R
11. #F i #% P~ (Stemming)
AEZEY > 87 (word stem) 7 - BHFY KA AT g
5] 4o
friendships ¢ :##% friendship £#2# % -s#rie= >
friendship P|H¥ d ##% friend £ :#% -ship b’“rﬁé%‘ J
rﬂw FEFE AN A R AN FIFE E@*g TIPSk o

1ii. #3;% & (Lemmatisation) (By Porter Stemming Algorithm)
d&-“r,ai] ”qu:l'/h”ﬂﬁA:\F' » T R FREFRNA 0 R A FEBREETY AN R
ok KR %1 (inflection) #hg F > FP ZEHF L L AL HF A A
N — (lemma)
e

sings ~ singing ~ sang > sung * % - B sing °
A% NLTK. stem %s-‘ﬁ ? Je4ke WordNetLemmatizer (EGARHTHEAELRTETIAY R
BB SEEORE ) 87 W45 e i
v, % 34 ,ﬁi (Stopword Removal )
head JRERPIHNRESNGEL E X < hiF? > doa/ an > the ~ is/
are % > AAF2 5 B * P (stop words) o U A B R EBH o
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Stemming Lemmatization
adjustable — adjust was — (to) be
formality — formaliti better - good

formaliti — formal meeting — meeting

airliner — airlin A\

B 5 %k : DEVOPEDIA

model(5 &)

(1) KNeighborsClassifier (K-nearest Neighbors) : 4% & K B pRip3& 3 42 &
FHiTeEE ) L AR BRI B G FERIR R

(2) LogisticRegression (Logistic Regression) : % - B= ~ A% > %gv}
PERTS R R TR ST A 0 F) 1 2 B enE s KA TR LT B E B
VAR~

(3) LinearSVC ( Linear Support vector machine) : SVM i AN 3-8 ¥ en
ERAFEZ SEHL - BTG 0 R2BA B RHEELSF DR A
LinearSVC i ¥_SVM %63 4z 2 #8c C ki weight regularization % *34(4
A g fe R @ A AR o L fF e £

(4) DecisionTreeClassifier ( Decision Tree) : iF st = chfHI @ 408
oA e - A BT 7 o RIRE F A HF A F (Information gain)
BiFAL

(5) RandomForestClassifier ( Random Forest ) : % (F&_% BA- X Ate s m
e TR Y E B R R

Pk (T &)

(1) unigram (- ~3F2) : Fhiha 3 L i H-H3 958 =

B : Cys-Gly-Leu-Ser-Trp  ------- Cys, Gly, Leu, Ser

(2) bigram (= ~3E2) : #h Ao I AL BEF L - 2wl =
B : Cys-Gly-Leu-Ser-Trp  ------- Cys-Gly, Gly-Leu, Leu-Ser, Ser-Trp

(3) trigram (Z ~3Ei2) : #RAPHI L L ZBHEF L - wh¥ =
B : Cys-Gly-Leu-Ser-Trp  ------- Cys-Gly-Leu, Gly-Leu-Ser, Leu-Ser-Trp

(4) behavFeatures = & 4> dataset » e+



(5) rstX : #& e 3+ 518 RST (Rhetorical Structure Theory Discourse
Treebank) #LR| %4 #8 [5]

(6) pdthX : # &k ~ e 3+ 5 i PDIB (Rhetorical Structure Theory
Discourse Treebank) P4 % [6]

(7) TFIDFX : #-R& 4 ehér 3 @4 tf (term frequency ) frid v 4% %48 5 idf
(inverse document frequency) #P|~ %f

scit g 41 (4 )

(1) ®rzs(Accuracy) : ffec? 3 8B EIF R FEen

(2) #rE3 (Precision) : Btk & ¥ 5 5% B LIFRIE FEeh
(3) 2w X (Recall) : FFHFEehfcA? 3 BB IAIFRILFED
(4) F1 Score : #rd & 7w F i fol 128k

- 8=t iA R

Real-life_Deception_Dataset

uniX biX behavFeatures pdtbX

rstX TFIDFX
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? % %% (Accuracy):

L W5 T 3 5d3% model ¢ £ R ¢h Accuracy F 2 i # axi R i

DecisionTreeClassifier

Accuracy
O O O O O
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0.2

Feature Set Accuracy
triX_behavFeatures 0.7107051

. d“"/

0.3 0.4 0.5 0.6 0.7
F1
Precision Recall F1
0.7200079 0.7341904 0.697389868

KNeighborsClassifier
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Accuracy
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Feature Set Accuracy

behavFeatures

°
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X
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Precision Recall Fl

0.753205128 0. 737640693
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LinearSVC
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F1

Feature Set Accuracy Precision Recall F1
behavFeatures 0.7685897 0.7506349 0.7941269 0. 744980

LogisticRegression
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Accuracy
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Feature Set Accuracy
behavFeatures_pdtbX_TFIDFX 0. 7762820

0.5 @ %® ‘“

11

0.4 0.5 0.6 0.7
F1

Precision Recall F1
0. 7396031 0.8250793 0.7593753

0.8

0.8



o
[

©
N

°
)}

Accuracy
o o
i

©
w

>

©
[N}

o
N

Feature Set

o

0.1

behavFeatures_rstX

Accuracy
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RandomForestClassifier

o o
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F1
Accuracy Precision Recall F1

0.7390384 0.7482164 0.7840634 0.727617085

Analysis of All Model
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TOP 10 Accuracy of Model

Model Feature Set Accuracy | Precision | Recall F1
LogisticRegression behavFeatures_pdtbX_TFIDFX 0.776282 | 0. 739603 | 0.825079 | 0. 759375
LinearSVC behavFeatures 0.76859 | 0.750635 | 0.794127 | 0. 744981
LinearSVC uniX_behavFeatures 0.76859 | 0.796151 | 0.682857 | 0.736109
LinearSVC behavFeatures_pdtbX TFIDFX 0.767949 | 0. 736865 | 0.802857 | 0. 74984
LinearSVC behavFeatures_TFIDFX 0.760256 | 0. 73873 0.794127 | 0. 736706
LinearSVC uniX_behavFeatures_rstX 0.760256 | 0.772143 | 0.66381 | 0.714276
LinearSVC uniX_behavFeatures_rstX TFIDFX | 0. 760256 | 0. 786429 | 0.682857 | 0. 721917
LinearSVC uniX_TFIDFX 0.759615 | 0.814444 | 0.631905 | 0. 723454
LogisticRegression behavFeatures_pdtbX 0.759615 | 0.734643 | 0.797302 | 0. 743314
KNeighborsClassifier | behavFeatures 0.753205 | 0.737641 | 0.847302 | 0. 724302
Low 10 Accuracy of Model

Model Feature Set Accuracy | Precision | Recall F1
KNeighborsClassifier pdtbX_TFIDFX 0.464103 | 0.488824 | 0.592222 | 0.437475
LogisticRegression pdtbX 0.463462 | 0.484048 | 0.56127 | 0.437527
KNeighborsClassifier rstX_TFIDFX 0.455128 | 0.435952 | 0.44 0. 426065
LinearSVC pdtbX 0.455128 | 0.481667 | 0.550159 | 0.430582
DecisionTreeClassifier | rstX_pdtbX 0.441859 | 0.443214 | 0.370302 | 0.423731
RandomForestClassifier | triX_pdtbX 0. 43891 0.369996 | 0.371619 | 0. 380444
RandomForestClassifier | triX 0. 43391 0.315667 | 0.328 0. 34652
RandomForestClassifier | triX_rstX_pdtbX 0.433782 | 0.387004 | 0.33081 | 0.37252
RandomForestClassifier | triX_rstX 0. 42891 0.299864 | 0.268143 | 0. 338451
KNeighborsClassifier() | rstX 0.421154 | 0.473214 | 0.419524 | 0. 389538
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TOP 15 Accuracy of model

LogisticRegression,beh

078 avFeatures_pdtbX_TFI
' LinearSVC,uniX_behav DFX
Features_pdtbX_TFIDF v
0.775 LinearSVC,niX_behavF X

eatures_pdtbX

0.77
3 & [ e res
(S LinearSVC,uniX_behav
S 0.765 Features_rstX LinearSVC,uniX_TFIDF || LinearSVC,uniX_behav
8 X Features_TFIDFX LinearSVC,behavFeatu
< res_pdtbX_TFIDFX
0.76 v 2 ¢ e * _pdtbX_

LinearSVC,uniX_behav

LogisticRegression,beh
0.755 Features_rstX_TFIDFX

KNeighborsClassifier,b avFeatures_pdtbX

LinearSVC,behavFeatu
ehavFeatures_TFIDFX

@ LinearSVC,uniX res_TFIDFX

0.75

LinearSVC,behavFeatu

0.71 0.715 0.72 0.725 0.73 0.735 0.74 0.745 0.75 0.755 0.76 0.765

F1

KU F 2 E A 0 @ % behavFeatures, pdtbX 22 TFIDFX e & 3
Hef 22 Rk By (548 Logistic Regression aJd®iE 5 Kfold = = v {8 amx
Bk T E R FE N T7.6% (0.776) ¥ Fx S > @ i€ * behavFeatures £ &
£ Bofp 15 LinearSVC AU 6 536 Kfold 2 = - $H1s i % 4 17 3] 76. 8% ik 7
% o

o 10 z e Accuracy of Model ® i%F' & behavFeatures 4% — B % & &
i d o KA E e model kR HFAEAFE G R bigram fv behavFeatures
e 2 1t 44> 354 & & ¥ bigram f- behavFeatures ¢ 3 7 b 2R v 9§ A
Flm 7 g R ehy FTRIHRGELILIEA 2 2 TS T LA 0 B » JE M Accuracy
model ¥ ¥ 2% LIS E trigram AJZE (5 che FHIZT it § R PR AIE SR K
FA R IR BRERS TG ARE K20, 6% o
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